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Benefits and Risks of Personal Health Information Sharing Online: PatientsLikeMe Users’ 

Privacy Concerns and Self-Protection Strategies  

 

Abstract 

While extensive research has identified motivations and risks of using health social network 

sites (SNS), less is known on how privacy concerns and practices are related to health 

information disclosures online. In this paper, we present a mixed-method study drawing on 

user-generated posts and user attributes (N=329) from the health SNS PatientsLikeMe.com. 

We first used qualitative content analysis to identify users' privacy concerns, self-protection 

strategies, and perceived affordances. Further statistical analysis revealed the amount of 

health data sharing associated with users’ social connectedness and their privacy-related 

attitudes and behaviors. When users believed they had control over their disclosures and 

adopted privacy protection strategies, they shared more health data. Furthermore, informed 

consent on how data will be used correlated with users’ pro-sharing beliefs. We conclude 

with a discussion of potential challenges and opportunities developing health SNSs for 

personal health data exchange.  
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Benefits and Risks of Personal Health Information Sharing Online: PatientsLikeMe Users’ 

Privacy Concerns and Self-Protection Strategies  

 

I'm afraid that my employer might "google" me and find me on here, and then my boss 

or co-workers would go "good grief, she's got that problem!" and I don't want any 

backlash at work.   -- User post on PatientsLikeMe.com 

 

Health-focused social network sites (SNSs) enable users to find and exchange health 

information with their peers online. Services provided on these platforms range from online 

discussion forums and private messaging to quantified self-tracking features and access to 

clinical trials (Swan, 2009). The broad adoption of health SNSs over the past decade has been 

a driving force behind the surge of personal health data available online. However, unlike the 

privacy protections provided in offline patient-doctor interactions and through phsycian-

managed electronic health records (EHR), health information shared through online forums is 

not protected by federal or state-level policies and guidelines, including the Health Insurance 

Portability and Accountability Act (HIPAA).  

PatientsLikeMe.com (PLM) is one of the largest health SNSs in the world. On PLM, 

users can document symptoms, treatments, health data, and share their experiences with other 

patients in the community. To date, more than 500,000 people have created accounts on PLM 

to track and share information about more than 2700 medical conditions. Users’ motivations 

for using PLM range from information needs to social support and altruism; for example, 

Grajales and colleagues (2014) surveyed 2890 PLM users and found that the highest 

proportion of respondents wanted to compare their experiences with others (93%) and share 

their experiences to benefit others (92%), rather than receive support from others (84%) or 

simply track their health over time (82%). However, many users’ commitment to the PLM 
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platform is accompanied by anxiety. Grajales  et al. (2014) also noted that the majority of the 

respondents expressed concerns that data from their personal health record might be used 

without their knowledge (76%) and that it could be used in detrimental ways, such as to deny 

them future job opportunities (66%) or health care coverage (72%). 

PLM has done little to counteract users’ data-driven privacy concerns. The privacy 

settings available on PLM are simplistic, offering just two options: Public and Visible (to 

members only). But membership has few barriers to entry—any entity can register and gain 

access to the extensive user-generated health data on PLM. As evidence, in 2010, the Nielsen 

company created an account to scrape users’ personal data from the “Mood” discussion 

board, where people exchange highly personal stories about emotional disorders ranging from 

bipolar disease to cutting themselves (Angwin & Stecklow, 2010). This action not only 

breached the PLM’s Terms of Service, but also violated users’ privacy expectations. When 

patients disclosed their mental health status and shared their detailed personal experiences 

online, they did not expect that an unauthorized third party would mine their data and 

potentially use it against them (Grajales et al., 2014).  

While researchers have documented benefits from sharing health data (Andalibi et al., 

2017; Eysenbach, 2008; Grajales et al., 2014; Hawn, 2009; Rubenstein, 2015; Wicks et al., 

2010), several privacy and security threats on health SNSs like PLM were also revealed in 

previous studies (e.g., Li, 2015; Costello, 2015; Meingast et al., 2006; Stewart, 2002). 

However, less is known about users' attitudinal and behavioral reactions when they realize 

that their health data privacy could be compromised. Do users focus solely on the 

informational, emotional or other tangible gains from the health SNS, or do they adopt 

strategies to balance the potential benefits and risks? What is the decision-making process 

users engage in when deciding whether to disclose information on PLM? 
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This study seeks to understand how people negotiate privacy norms and make 

disclosure decisions regarding sharing sensitive health information online. The paper presents 

insights from quantitative and qualitative analyses of 329 user-generated posts and user 

attributes on PLM. Analyses unpack users’ privacy concerns and self-protection strategies, 

perceived affordances of PLM, and their health information sharing practices on PLM 

through qualitative content analysis of user-generated posts and statistical modeling. Findings 

extend the extant work on how users balance sensitive personal disclosures with associated 

privacy risks to health forums. This study provides useful extensions of Health Information 

Disclosure Decision Model (Greene, 2006) and Communication Privacy Management 

(Petronio, 2002) to the context of personal health data sharing online.  

 The following section provides a background on privacy issues related to health 

disclosure on PLM, using the theoretical frameworks of Communication Privacy 

Management (Petronio, 2002), perceived affordances (Gibson, 1978) and Health Information 

Disclosure Decision Model (Greene, 2006) before presenting the data and analyses.  

Applying Communication Privacy Management Theory 

Communication Privacy Management (CPM) theory provides an overarching 

framework for examining how individuals manage private information. Petronio argues that 

individuals control the level of accessibility to their private information based on a rule-based 

management system (Petronio, 2012 & 2013; Child, 2016). CPM conceptualizes private 

information as a possession one “owns” (Petronio, 2012). This ownership gives people the 

right to regulate their information. Accordingly, people make decisions about revealing and 

concealing based on personal criteria. CPM uses a boundary metaphor to explain such 

privacy management processes. Private information can be co-owned when individuals 

disclose their information to others, and privacy is jointly managed either explicitly or 

implicitly. Boundary turbulence emerges when information is disclosed in violation of the 
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owner’s privacy rules. When individuals experience boundary turbulence, they will try to 

make adjustments so that they can reduce the turbulence and achieve “boundary 

coordination.”  

Research using CPM to explore health privacy issues has been increasing in recent 

years (Petronio, 2013). For example, several studies (Duggan & Petronio, 2009; Helft & 

Petronio, 2007; Petronio & Sargent, 2011) focused on ways that privacy issues influence 

patient care. Greene et al. (2003) investigated choices about disclosure regarding stigmatized 

disease such as HIV/AIDS, while Anderson and Agarwal (2011) examined the role of 

emotion related to boundary turbulence and personal health information disclosure in the 

context of digitization of healthcare. 

The concepts of private information co-ownership, boundary turbulence, and 

boundary coordination contribute to understanding the specific privacy challenges faced by 

PLM users, especially when they try to regulate revealing and concealing information 

simultaneously on the site. Once a PLM user has disclosed their disease status online, the 

PLM community becomes co-owners of that user’s personal health information. To avoid 

boundary turbulence and to achieve boundary coordination, these owners and co-owners of 

health data need to constantly negotiate the “privacy rules”—under what circumstances a 

user’s information can be shared. However, this goal of boundary coordination can be 

difficult to achieve due to significant barriers for PLM users to negotiate the privacy rules. 

First, users are not restricted to one forum; rather, they can access other disease-specific 

forums easily without an extra process of sign-up and verification. These multiple boundaries 

within the PLM community have added complexities for privacy rule negotiation. A user 

might be willing to share her lab results with her followers, who are likely to be afflicted with 

the same disease, but consider it a violation of her privacy rule when a "random" visitor from 

another forum access her health data.  
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Additionally, patients as data owners are faced with an information asymmetry 

because PLM does not provide feedback on who has viewed shared health disclosures. 

Therefore, the “audience” of one’s health data can only be assumed—but not verified. For 

instance, when sharing information on the general discussion forum, a user risks exposing 

herself to a broader audience who might not abide by the norms shared within smaller sub-

communities on the site. Moreover, considering the ever-changing nature of online 

communities, there is often a lack of communication for owners and co-owners to deliberate 

on what can be or cannot be shared. For example, a user’s first name might be divulged in her 

friend’s post without permission; users have little control over others’ disclosures about them, 

especially when those disclosures do not violate the site’s terms of service.  

To summarize, PLM users face significant challenges of boundary turbulence when 

sharing health information on the platform. Focusing on the consequences of users’ 

disclosures and extending prior work by Grajales  et al. (2014), we first investigate the 

following: 

RQ1: What are users’ (a) privacy concerns and (b) self-protection strategies to reduce 

boundary turbulence when using PLM? 

Understanding the Communciation Affordances of PLM 

Perceptual psychologist James Gibson was among the first to discuss the concept of 

“affordance,” which refers to the relationship between an object and the agent in a specific 

environment and the possibilities for action that emerge from this relationship. 

Communication research follows this relational approach to understanding how people 

interact with technology (Leonardi, 2013). Accordingly to Treem and Leonardi (2012), 

affordances are not exclusively properties of people or of artifacts; rather, they are constituted 

in relationships between people and the materiality of the things, or the features of a 

technological artifact. Human-computer interaction (HCI) researcher Don Norman 
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emphasizes the “perception" of affordances, which largely depends on the mental models 

derived from people's experience, knowledge, and culture. Taken together, these two 

perspectives illustrate that materiality exists independent of people, but affordances do not.  

Treem and Leonardi further (2012) note that the communicative affordances of an 

artifact can change across different contexts even though its materiality does not. Similarly, 

people may perceive that an artifact offers no affordances for action, perceiving instead that it 

constrains their ability to carry out their goals. Because people come to materiality with 

diverse goals, they perceive technology as affording distinct possibilities for action (Treem 

and Leonardi, 2012).  For this study, we applied the three criteria proposed by Evans, Pearce, 

Vitak, and Treem (2017) to identify the affordances of PLM: 

Criteria #1: Confirm Proposed Affordance is Neither Object or a Feature of Object  

Criteria #2: Confirm the Proposed Affordance is Not an Outcome 

Criteria #3: Confirm the Proposed Affordance has Variability 

Based on the above three criteria, affordances of PLM are not the features of the 

platform. For example, users can search for patients who have the same disease—but 

searching is a feature, not an affordance of PLM. Instead, PLM affords connectivity among 

patients. Affordances of PLM are not the outcomes either. For instance, locating useful health 

information and gaining social support from peers are the outcomes of connectivity. 

Additionally, users might have different levels of connectivity on the PLM platform based on 

number of following and followers. 

In light of the relational view of affordance, we seek to explain why people using the 

same health-focused social network (i.e., PLM) may engage in similar or disparate 

communication and health information sharing practices. We assume that affordances of 

PLM can change across different contexts—users might form different perceptions and 

interpretations of the features provided on the site. Specifically, we focus on understanding 
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when users face significant privacy-related challenges, how the perceived affordances of the 

site contributes to different communication behaviors on PLM. We therefore ask: 

RQ2: To what extent do PLM’s affordances reduce users’ perceived privacy risks 

compared to the potential benefits of sharing information on the site? 

Adapting Disclosure Decision Models to Health Information Disclosures 

In communication and social psychology, self-disclosure is defined as an interaction 

between at least two individuals where one shares personal information to another (Wheeless, 

1976; Derlega, 1977; Greene, 2006). Although CPM provides a general framework for 

understanding disclosure decisions and privacy management when sensitive information is 

co-owned, this study applies disclosure decision models to identify specific factors that shape 

information-sharing behavior.  

Recent models of disclosure decision-making (Omarzu, 2000; Greene, 2015; Afifi, 

2009) suggest that people weigh numerous factors such as the risks and benefits of revealing 

(or not) before disclosure. Omarzu’s disclosure decision model (DDM) posits that individuals 

strategically manage their disclosure to achieve social and personal goals. Much research has 

examined the intrinsic (e.g., release stress ) and social (e.g., intimacy and social validation) 

goals and benefit of self-disclosure (Vitak and Kim, 2014; Ma et al., 2016; Ammari et al., 

2015; Bazarova, 2012; Haimson et al., 2015). 

Omarzu’s model of disclosure decision making only focuses on a single disclosure 

episode and does not address the disclosure process beyond initial disclosure (Checton, 

2010). Greene's integrated model (Greene, 2009) improved on its predecessors, emphasizing 

the process of disclosure as it unfolds over time. Most relevant to the current study, however, 

is Greene’s (2015) model of health disclosure decision-making, which explicates more 

precisely the factors people weigh in decisions to share health information. The disclosure 

decision-making model (Greene, 2015) asserts that individuals go through a series of 
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sequential stages when making a health-related disclosure decision. The first stage is 

assessing the information, which involves considering its valence. More specifically, Greene 

proposes that perceptions of stigma, prior expectations, and relevance to others all contribute 

to how a person assesses the information to be disclosed. According to Greene, if people are 

open to revealing once they have evaluated the information, they will consider the quality of 

the relationship with the potential target of disclosure, as well as that person’s anticipated 

response to the news (Checton, 2010). Once these aspects are considered, individuals will 

evaluate their own disclosure efficacy in sharing the information. If the assessments at these 

three stages are acceptable, individuals will proceed to the revelation stage.  

This model has been empirically tested in the various health context. For example, 

researchers have suggested that communication efficacy, stigma, and relationship closeness 

are factors influencing individual disclosures related to infertility and HIV/AIDS (Steuber, 

2011;  Checton, 2010; Greene, 2003). However, the majority of this research is limited to the 

context of offline interpersonal relationships, while the roles of online privacy concerns and 

practices are understudied. To mitigate this gap and consider online relationships with 

unknown others—and interactions facilitated through pseudonymous accounts—the current 

study applies and extend Greene’s model through the following research question:  

RQ3: How are users’ privacy concerns and behaviors associated with health 

information sharing activities online? 

Method 

Procedure: Data Collection 

In April 2017, the first author reviewed the site’s terms of service related to using data 

for research and confirmed data collection could proceed since there was no use of any 

spider, scraper, or other automated means to interfere with site operation. The first author 

then used the keyword search function on the PLM platform to identify and extract user-
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generated posts that contain the term “privacy,” which resulted in 1773 posts being retrieved 

since the site launched. The first author read through all associated threads and removed 

irrelevant discussions from the dataset (e.g., offline privacy concerns relating to breastfeeding 

in the hospital). Three primary criteria were applied for the selection process: 1) posts should 

primarily be about privacy; 2) discussions of privacy should be directly related to health 

information disclosures online, and 3) the issue should be directly linked with PLM platform. 

Using these criteria, 22 discussion threads containing 329 unique posts were identified and 

exported to be used in analyses.  

In total, the final dataset included 298 unique users engaged in discussions about their 

privacy concerns related to sharing their health data on PLM. Just 83 (28%) participants were 

male, while 215 (72%) were female. This distribution aligns with the actual user base on 

PLM, where females constitute the majority. Users in the sample were, on average, 55 years 

old (median=55, SD=11.1). Approximately three-quarters of the users (n=191) had shared at 

least some health data with the PLM platform. For the 12% (n=35) users who had deleted 

their PLM accounts at the time of data collection, their total number of posts and primary 

disease were still available, while their demographics, health conditions, number of friends 

and followers were no longer available. 

Measures 

Additional data containing user attributes was collected during this process to be used 

in quantitative analyses. Users’ demographics collected from PLM included user’s sex 

(female (72%), male (28%), age (M (SD)=55(10.9)), and primary health conditions, 

including Multiple Sclerosis (31.60%), Mental Health and Behavior (21.90%), Fibromyalgia 

(15.20%), Parkinson’s Disease (9.10%), ALS/MND (5.50%), and HIV/AIDS (4.90%).  

Social connectednes. As PLM provides an online community for sharing personal 

experience, users might follow others to obtain health information and/or emotional and 
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social support from their peers, especially those with the same disease.Thus, number of 

followers (M (SD)=37.24(44.20)) and number of users the individual following (M 

(SD)=46.0(18.02)) were collected as the measurament for social connectedness. Outcome 

variables included account status (binary variable: active vs. inactive) and health information 

sharing activities, which is discussed below. 

Health information sharing. Health information sharing is measured by counting the 

number of posts  (M (SD)=2928(4152)) that a user published on the site, as well as the 

number of “Stars” indicated in user profile  (M (SD)=1.12(0.9)). Profile stars indicate how 

much health information a user has shared. These “Stars” provide both symbolic and material 

incentives, as all 3-star members are eligible for a free PatientsLikeMe t-shirt. If a user aims 

to earn all the three "Stars," they need to share three categories of personal health data: 1) 

"How I'm doing" that includes weight, treatment, and symptoms; 2) "My health outcomes", 

deriving from response to 28 questions gauging users' physical and mental health conditions 

over the last month; and 3) "My health history" that includes condition history and 

demographic information, including sex, age, race and ethnicity, education, type of health 

insurance and location. For the first two categories of health data, PLM users need to update 

at least once a quarter to maintain a "Star" that has been rewarded, otherwise, the "Star" will 

disappear.1  

Privacy Concerns. PLM users' privacy concerns were coded as a part of the 

qualitative analysis. Two types of privacy concerns were identified and included as 

independent variables in the multiple regression analysis. The “sensitive data was collected” 

code was applied when users expressed their concerns that PLM is collecting sensitive data 

that they don't feel comfortable to share, such as age and weight. The “lack of user control of 

                                                
1 For more information on this feature, see https://support.patientslikeme.com/hc/en-us/articles/201186684-
What-do-the-stars-mean-How-do-I-get-three-stars-and-a-free-T-shirt- 
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data” code was applied when users complained that they cannot control who access their data 

(e.g., they were frustrated that pharmaceutical companies can buy their data).  

Privacy Behaviours/Practices. Two privacy practices were included as binary 

independent variables in the regression analysis. "Self-censorship" is defined by users' 

practice of intentional non-disclosure of personal data, such as profile picture and other 

personally identifiable information. "Avoid web-tracking" is defined by when users 

mentioned using certain techniques to avoid web-tracking, such as clearing their web cookies.  

User attributes for statistical modeling of health information sharing activities on 

PLM are presented in Table 1. 

--TABLE 1 ABOUT HERE (Placed at the End) -- 

Data Analysis 

  First, qualitative content analysis using open inductive coding procedures (Glaser & 

Strauss, 1967) was conducted on the corpus of posts to identify users’ privacy concerns and 

self-protection strategies (RQ1 and RQ3), and their perceived affordances of PLM for health 

data sharing (RQ2). The 329 user-generated posts were compiled and uploaded to the 

qualitative analysis program Dedoose to enable an iterative coding process. As described by 

Glaser and Strauss (1967), the first author created a draft codebook based on open inductive 

coding of the first 100 posts. Drawing from the theoretical frameworks described above, the 

first author took concepts and themes that emerged during open coding and reassembled them 

according to their relationships with each other. This initial codebook was the used to 

complete a second round coding of the same 100 posts to ensure consistency. The rest of the 

posts then were coded, while the codebook was compared and amended iteratively to ensure 

the list captured all desired themes. Results of this process are summarized and interpreted in 

the Results section below. 
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  Building on the qualitative content analysis, codes pertaining to  users’ privacy 

concerns, and behaviors were then included as binary independent variables in statistical 

analyses. The aim of this analysis was to explore interrelationships among users’ privacy 

concerns, health information sharing activities, and their perceptions of and relationships with 

the PLM community. Results of these analyses are also presented below (RQ3). 

Results 

PLM Users’ Health-Specific Privacy Concerns and Self-Protection Strategies  

Addressing RQ1, the summative qualitative analysis (Hsieh & Shannon, 2005) of 

user-generated discussion posts revealed four categories of privacy concerns users held 

regarding sharing their personal health data on PLM. Over 100 posts (n=113; 34%) were 

coded “privacy concerns.” Among these, 44% (n=50) focused on the fear of having an 

unintended audience or someone having unauthorized access to the health information they 

shared; 24% reflected a perceived lack of control over one’s information; 23% were concerns 

regarding a lack of protection of users' sensitive data, including personally identifiable 

information and disease-related medical data; and 9% were users’ concerns that their data 

could be used in a way that harmed them. Each of these are discussed in more detail below. 

Unintended audience/Unauthorized access to data. The concerns most often raised 

by users stemmed from uncertainty regarding who can access health data on PLM and from 

perceiving a lack of control over who can access their health information online. Users feared 

an authorized, but unintended, audience for the personal information they had shared, as well 

as unauthorized third-party access to their data. Specifically, these concerns are: (1) data they 

shared on the PLM website can be easily accessed through Google, (2) online health 

information is vulnerable to data mining that might expose their identity, and (3) personal 

health data are sold to third parties (e.g., other health companies).  
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Numerous users strongly opposed PLM’s business model, through which the 

company profits from selling user data to third parties, including major pharmaceutical 

companies. The foundation of trust was shaken for some users when they learned that PLM 

was selling their data for profit: 

 I do not want someone profiting from the absolutely misery my loved ones 

(family and friends) and I have been through … I had no idea it was being 

SOLD to the highest bidder ...that explains it …all those emails about "don't 

forget to update your treatments” …it wasn't because PLM cares about 

me …it was because they care about their data and clients (User#120). 

Such frustration over data capitalization was amplified by a profound disapproval of 

pharmaceuticals companies being the data recipients. As User#124 contended in his post:  

I have a thing against Pharma firms ...after all, pharmaceuticals are a huge 

lobby ...I don’t know if I’m comfortable with my personal data/information 

being sold to these firms. 

Lack of control over privacy boundaries. The second largest concern raised by users 

pertains to the absence of consent and regulation of information boundaries on the platform. 

The PLM site contains 43 forums, of which 38 are disease-specific. In 2011, PLM went 

through a site overhaul and was converted to a more open format. For example, a user from 

the Multiple Sclerosis forum can now navigate to the Mental Health forum without 

restriction, skipping the sign-up step that had been required in the past. This site change led to 

“boundary turbulence” because users no longer felt they had the level of privacy or exposure 

they desired. Some users were not ready to share their data with the entire PLM community, 

even though they were willing to share their health information with patients who had the 

same disease. User#226 voiced her frustration over this site change: 
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With this new open platform, all our posts from all the forums show up in a search. 

This literally "fleshes out" our online identities—perhaps too much (?) I'd like to 

participate in several forums that relate to me, but hesitate to do so because I know 

each separate room will reveal a new set of facts about my life. Tying all those details 

from each separate, discrete forum together in one place is very --- unsettling. 

Lack of protection of sensitive data. The third major concern related to users’ 

sensitive data. There are different degrees of sensitivity depending on data types. The 

minimal expectation is that personally identifiable information (PII), such as one’s name, 

phone number, and email, are kept confidential. Further, address and age are considered more 

sensitive than gender. As User#153 posted: “I don't mind people knowing I'm female, for 

example, or that I take medication and receive therapy, it makes it simpler for them to relate 

to me.  But they don't need to know where I live or how old I am.” Medical information 

pertinent to stigmatized diseases is of particular sensitivity. Users with stigmatized illnesses 

like mental disorders and HIV were especially concerned that their privacy and data security 

will be violated without protection. For these users, their sense of anxiety was amplified due 

to greater uncertainty after the site change. 

 User#226: Perhaps this is where the sad idea of "stigma" creeps in...Those of 

us in the Mood Disorders community face a different kind of prejudice. Too 

often awareness of our disease defines our very character and personality. If 

someone learns about my illness, they can see me as someone who is bipolar, 

not as someone who has bipolar disorder.  

User #283: HIV is unlike any other. The social stigma is out of control... I have 

chosen not to share my information on here anymore...because I think a subject 

of HIV should be left to the people it affects the most….[The] safety is not here 

anymore [after the PLM site changed to an open format]. 
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Data used against users’ interests. Users expressed concerns over how their data will 

be used, particularly worrying that their data might be used against them. Others relayed 

personal experiences where data from PLM was accessed and used in harmful ways. For 

example, User#27 posted about her experience as a victim of online stalking and bullying, 

saying,.“I was in a Christian chat room, and someone Googled me while we were discussing 

politics. He then told the room that I had MS and hoped I died from it. Apparently, he 

Googled my username.”  

Another detrimental use of disease-related information involves employment and 

insurance discrimination. This type of concern is closely related to other forms of privacy 

risks. For instance, unintended and unauthorized access to the PLM platform violates users’ 

expectations that their profile and medical information are only available to the PLM 

community. The lack of privacy protection afforded by PLM sometimes enabled wholesale 

data gathering by unauthorized third-parties through activities such as scraping. 

When users expressed frustration due to privacy issues in their posts, other 

participants in the online discussion would provide suggestions to tackle those situations. 

Table 2 lists the coping strategies recommended by PLM users, along with the techniques 

each relies upon, the percentage of users mentioning this coping strategy, and a sample 

illustrative quote. 

--TABLE 2 ABOUT HERE (Placed at the End) -- 

Centering on techniques of anonymity, access control, pseudonymity, and 

obfuscation, several coping strategies were offered by their peers to help them address the 

privacy concerns. Specifically, anonymity related strategies include limiting PII exposure 

(23%) and removing profile photos (4%). Access control related strategies include adjusting 

privacy settings (5%) and self-censorship before posting (21%). Pseudonymity involves 

adopting screen name and changing to a common username (12%). Obfuscation includes 
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erasing personal data  (15%) and other digital traces, such as browser cookies (2%), or 

submitting false information (2%). Noticeably, PLM users primarily rely on their own 

privacy management practices, such as self-censorship and limiting private information 

disclosure. Only a small fraction (5%) of the self-protection strategies mentioned in the 

analyzed posts involved changing one’s privacy settings on PLM; there is no evidence that 

users would prefer to seek privacy protection directly from the site’s administrators. On the 

other hand, a small subset of coping strategies ultimately dismissed users’ privacy concerns 

and advocated for data sharing regardless of privacy risks.  

Perceived Affordances of the PLM Platform  

Privacy challenges persist on PLM due to insufficient access control and privacy 

protection, yet most users remain active on the site. Among 298 users who participated in 

online discussion of privacy issues on PLM, only 38 users (12%) deactivated their PLM 

accounts. In addressing RQ2, the qualitative content analysis also revealed the following 

perceived affordances of the platform, including 1) self-knowledge with the promise of 

patient empowerment, 2) Ability to donate one’s data in support of medical research, 3) 

Connectivity for gaining informational and social supports, and providing help to other 

patients, and 4) Visibility for raising awareness to counter disease stigmatization. 

Self-knowledge with the promise of patient empowerment. Patient empowerment is 

defined as helping patients discover and develop the inherent capacity to be responsible for 

one's own life (Funnell & Anderson, 2004). This approach recognizes that by default, patients 

are the primary decision-makers in control of the daily self-management of their chronic 

disease (Funnell & Anderson, 2003). The PLM platform provides a free health data tracking 

tool that enables users to update charts that measure their physical, mental, and social well-

being. These features enable users quickly capture and share significant health-related 

information on a daily basis as part of attempts at self-knowledge; thus, patient empowerment 
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can be achieved primarily through the process of self-tracking, self-quantification, self-

monitoring, self-regulation, self-diagnosis, self-experiment, self-feedback, and self-

improvement. The perceived affordance of sel-knowledgement appears to offset users’ 

potential discontent caused by the fact that PLM sells their data for profit. User#124, who has 

bipolar disorder, posted about her consistent self-tracking of her mood using the PLM self-

tracking tool: 

I've been with the PLM mood community pretty much since its inception, tracking my 

mood every single day. It's the only mood tracking site or software I've found that lets 

me effectively input my 10+ years of health data, so I can see the overall trends. How 

I see it is the PLM provides useful and high-quality tools (mood tracking/charting and 

health history), and my use of those tools (hopefully) produces money for PLM, while 

potentially also improving the quality of my mental health care. 

Ability to donate health data for medical research. The notion of “donation” has 

been deeply rooted in many users’ minds. PLM’s “data for good” campaign intends to 

motivate users to update their health data on the platform as frequently as possible for 

medical research purposes. The PLM web design also functions as a “signifier” to stimulate 

such perceived affordances of the platform. For instance, the icon of “Time to Update: My 

Data for Good” stays on the top of each user profile page. Many users are willing to submit 

their information on the platform as they have endorsed the idea of donating their data for 

medical research. User#64, a patient with Multiple Sclerosis, posted: 

 I have filled out everything and provided as much information as I could because I 

think anything we can do to help find a better drug or the ultimate, a cure, is worth 

that effort. I also have no concern that they keep our personal information as private 

as they possibly can. 
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Connectivity for exchanging informational and social supports. This perceived 

affordance of connectivity aligns with previous findings regarding motivations to engage in 

health SNSs. On PLM, patients can search for other users based on health condition and 

symptoms,  exchange supports via the public discussion board, and interact with peers 

directly through private message. The PLM platform serves as a patient data repository for 

patients who seek relevant health information for their own disease management. Moreover, 

patients also consider it as a haven where they can voice their day-to-day feelings and find 

social support from each other. User#295, an ALS patient, emphasized the benefits of 

information sharing while expressing an extremely open view towards health information 

privacy:  

I personally feel that the whole purpose here is information sharing. At this point, I see 

anything shared is for the benefit of anyone visiting the site. Nothing is off limits to me. 

If that means talking about sexual issues or bowel movements so be it. ANYTHING that 

shines a light on the issues we pals deal with every day can create awareness.  

Social support is another important benefit from engagement with the PLM platform and 

community. The significant benefits relating to social support offset users’ concerns 

regarding privacy risks and even compel some users to stay close to the community and share 

their information. User #61, who has  Multiple Sclerosis, expressed her enthusiasm for 

participating in the PLM site:  

I know longer feel like I am living in my own private HELL. Let's all join together and 

beat these darn diseases even if it means we have to strip down naked and have no 

modesty. Together is much better than being alone and overwhelmed. Use my 

information for research and to run this web site so I may receive comfort from others 

that is priceless... 



 

PERSONAL HEALTH INFORMATION SHARING 20  

The PLM platform is also perceived as enabling users to achieve an altruistic goal—

providing help to other patients who are seeking information and social support. In a 

discussion over the issue of PLM selling data for profit, User #144, who has a mental health 

disorder, prioritized helping other users by sharing her experiences: “Knowing that I’m 

helping someone by giving information on the things I go through and the pills I take is a 

comforting thought for me.” 

Visibility for raising awareness to counter disease stigmatization. In contrast with 

privacy concerns that one’s personal health data is vulnerable to unauthorized access and 

detrimental use, some users consider it neccesary to share their health information to increase 

public awareness and to thereby counter disease stigmatization. PLM and its “Openness 

Philosophy” provide such an opportunity for users to share information and educate the 

public about their disease. User #240, a patient diagnosed with Bipolar II, described her 

motivation to share health information on PLM:  

I was diagnosed with MDD (Major Depressive Disorder) and when I explained being 

depressed to my friends, I could see the "look" on some faces; others would change the 

subject quickly. It's important to share information because only by sharing can we 

educate others about our diagnosis or diagnoses. Subsequent to education, comes 

understanding, compassion and tolerance. 

Relationship Between Users’ Privacy Concerns/Behaviors and their Health Information 

Sharing Activities on PLM 

In addressing RQ3, we conducted several inferencial statistics analyses and identified 

several factors associated with health information sharing activities on PLM. 

Privacy concerns vs. health information sharing. Hypothesizing that privacy concerns 

inhibit users’ health information sharing, we first explored whether privacy concerns is 

associated with account de-activation. A chi-square test of independence shows a significant 
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relationship between privacy concerns and the PLM account status (χ²(1,329)=3.98, p<.05, 

Φ=0.12). In other words, when a user has expressed privacy concerns on PLM, there’s a 

higher chance that they would delete their account. See Table 3 for full results of the 

regression analyses.  

Table 3. Multiple regressions predicting two measures of health information sharing. 

 
Variable 

Model1:  
Number of Post 

Model 2:  
Number of Star  

Standardized β reported 
Type of primary disease *** *** 
Female .26*** .03 
Age .03 .04 
Social Connectedness:# Followers .56*** .07*** 
Social Connectedness:# Following .04 .04 
Post focus: Emotional support .04 .35* 
Post focus: Information support .20*** .12 
Privacy concern: Sensitive data collected .12* -.81* 
Privacy concern: Lack of user control  .10* -.20 
Privacy attitude: No privacy .11* .13 
Privacy attitude: Nothing to hide .08 .15 
Privacy attitude: Responsibility on user -.17*** .13 
Privacy practice: Self-censorship .17*** -.05 
Privacy practice: Avoiding web tracking .11* -.33 

R²  .55 .38 
F (17, 313)= 10.5*** 6.84***  

 

Next, the multiple linear regression models revealed several significant predictors of 

users’ health information sharing activities, as measured by the number of Posts in the forum 

(Model 1: Adjusted R²=.55, F(26, 225)=10.5, p<.001) and number of Stars (Model 2: 

Adjusted R²=.38, F(21, 231)=6.84, p<.001). Certain privacy attitudes, concerns and 

behaviors are associated with users’ health information sharing activities. Specifically, users 

posting a greater number of posts was associated with increased privacy concerns that “PLM 

is pushing for getting more information from users” (β=0.12, p<0.05) and that “there’s a lack 

in user control of information sharing”(β=0.10, p<0.05). The number of posts was also 

positively related to engagement in self-censorship (β=0.17, p<0.001) and web cookies 
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removal (β=0.11, p<0.05). When users held the attitude that it is their responsibility to 

protect their own privacy, they posted less frequently on PLM (β=-0.17, p<0.001).  

On the other hand, disclosing one’s health data, as indicated by the number of Stars one 

has received, is negatively related to the concern that “PLM is pushing for getting more 

information from users” (β=-0.81 p<0.05). In other words, the more one self-disclosed to the 

site information about their health, the less likely they were to express concerns about PLM’s 

business model. This discrepancy could be a function of how PLM users perceive different 

affordances when posting in the forum versus disclosing their medical data.   

Social Connectedness vs. health information sharing. Based on the regression models, 

a user’s number of followers is positively related to both of these information-sharing 

activities. As an indicator of one’s social connectedness on PLM, the number of followers is 

positively related to both types of health information sharing, while the number of following 

is not related to either of the activity. This finding reflects Greene’s (2006) health information 

disclosure decision process stage two, where people tend to evaluate the potential response 

from targeted audience. On PLM, number of followers might suggest the user would have 

expected more friendly responses from the community, so they would disclose more health 

information.  

Stigma vs. health information sharing. The data analysis also revealed that one’s 

specific health condition plays a role in their health information sharing online. An one-way 

ANOVA found a statistically significant difference in the number of posts (F(6,259)=5.923, 

p<0.001) and the number of Stars (F(6,259)=5.942, p<0.00) based on the user’s particular 

disease. A subsequent pair-wise comparison revealed that users who have HIV/AIDS have a 

significantly lower number of posts compared to those who have less or non- stigmatized 

diseases, including Fibromyalgia, Multiple Sclerosis, and so on (see Figure 1). This 

quantitative finding supports the qualitative findings above regarding disclosure concerns 
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Figure 2. Comparing number of Stars based on type of disease. 

among those with stigmatized illnesses.  

 

 

 

 

 

 

 

 

 

 

The number of Stars, which indicates the volume of self-tracking health data a user has 

shared on the platform, reveals a different pattern. The pair-wise comparison shows that 

people with mental health are significantly less likely to share their self-tracking health data 

on PLM, compared to those with ALS and Parkinson’s Disease (see Figure 2).  

 

 

 

 

 

 

 

 

 

 

Figure 1. Comparing number of Posts based on type of disease. 
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This discrepancy between two practices of health data sharing based on disease might 

also link with the perceived affordances, for example, mental health patients might generally 

perceive more benefits from engaging with a trusted community in the discussion forum, 

rather than the self-tracking mood charts. 

Informed Consent vs. Trust. Informed consent regarding how one’s data will be used 

was found to be correlated with positive perceptions towards the website, including trust in 

PLM regarding data safekeeping (χ²(1,328)=11.68, p＜.05, Φ=0.19) and gratitude for the 

services provided (χ² (1,328)=16.67, p＜.01, Φ=0.22). Informed consent is also associated 

with users’ pro-sharing belief that their data will be used to benefit medical research (χ² 

(1,328)=5.42, p＜.05, Φ=0.13).  

To summarize, these statistical analyses demonstrated that privacy concerns did 

reduce user engagement with the health data sharing platform—a significantly higher 

percentage of users left the platform after they expressed privacy concerns compared to those 

who did not (χ² (1,329)=3.98, p＜.05, Φ=0.12).  A further statistical analysis demonstrated 

that there were interrelationships among individual's’ health data sharing, their social 

connectesness, and privacy concerns/behaviors (R² =.55, F(26, 225)=10.5, p<.001). 

Discussion 

Online health forums are a popular way for those with chronic health problems to 

share their experiences with others who are suffering from similar ailments. As noted in prior 

research, these sites can provide enormous social, emotional, and information benefits to 

those who are struggling with their illness and need support that can only be provided by 

those with shared experiences (Turner, Grube, & Meyers, 2001; Hawn, 2009; Rubenstein, 

2015; Wicks et al., 2010). In the current study, we evaluate voluntary health information 

disclosures individals with chronic health conditions make on PatientsLikeMe.com—a 
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unique health SNS that blends health forums and broader data collection for research—and 

the relationship between these disclosures and users’ privacy concerns, behaviors and other 

contextual factors, including stigma, trust, social closeness, and informed consent. Like many 

other online users (Cantor, 2001; Beach, 2006), PLM participants were concerned about the 

degree of control they had over the collection and dissemination of their personal health data, 

and whether the data will be used against their interests. Compared to non-health forums, 

their concerns about risk are strongly validated, as personal health information can be used in 

various ways to discrimate patrients in various real-world scenarios.  Consequently, PLM 

users adopted several coping strategies to counteract their privacy concerns and perceived 

risks, and to mitigate the conflict between privacy need and data sharing benefits. They 

mainly relied on self-management of privacy rather than on technical features, such as the 

privacy settings provided by the platform.  

Our study contributes to understanding the context in which users form their privacy 

expectations and how they balance data sharing benefits versus privacy-related risks on a 

health SNS, especially when a large number of people rely on these sites as the primary or 

sole place for them to receive social and emotional support for their illness. The qualitative 

and quantitative analyses presented above are guided by the precepts of Petronio’s (2002) 

Communication Privacy Management theory, Greene’s Health Information Disclosure 

Decision Model (2006), as well as recent work on communicative affordances (Evans et al., 

2016; Treem & Leonardi, 2012).  The exploration of health information sharing practices 

applied and extended these theoretical frameworks.  

Disclosing Health Information: Connectedness, Informed Concerns and (Dis)trust 

In line with Greene’s Health Information Disclosure Decision Model  (2006), we 

argued that PLM users make their privacy-related and data sharing decisions through a 

risk/benefit analysis; they evaluate their social connectedness with the online community and 
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societal stigmatization of their disease. These situational considerations are still relevant 

regardless of the online environment. Having a larger number of followers, an indicator of a 

stronger social connection with the online community, predicted more health information 

sharing activities on the PLM platform. However, online anonymity does not guarantee a 

complete freedom to share sensitive health information or counteract the "muting" effect of 

disease stigmatization. High perceived risks, perceived costs, and data sensitivity—

implicated in stigmatized diseases, could still lead to privacy concerns, resulting in some 

users discontinuing their data sharing and perhaps even leaving the platform. 

Our study further extended Greene’s model by underscoring the role of informed 

consent and (dis)trust. In the context of online health forum, both elements are critical in 

facilitating individuals’ decision to share sensitive information, as suggested by our findings 

regarding RQ3. Our study suggests that users’ trust in PLM as a data safekeeper is positively 

related to health information sharing on the platform. On the other hand, distrust towards 

pharmaceutical companies is related to privacy concerns and inhibits the user engagement 

with the PLM site. Informed consent also predicts users’ readiness to share their data for 

medical research purposes. When users are informed about how their data will be used, they 

are also more likely to share their data for medical research. 

Negotiating Privacy Rules: Perceived affordances and Control 

Personal health information is generally perceived as highly sensitive and private, but 

PLM users in this sample were willing to share their data on the PLM platform with the 

online community. The perceived affordances of the health SNS promise users with self-

knowledge with the promise of patient empowerment, the chance of donating one’s data for 

medical research, connectivity for exchange informational and social supports and visibility 

for raising awareness to counter disease stigmatization.zation.  

Nonetheless, PLM users face significant privacy invasion when their norms are 
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violated. They have certain expectations regarding what data is collected, how their data will 

be used, and who can access their data. For instance, they know that their personally 

identifiable information will not be shared and that their data will be used only in aggregate 

by researchers. When encountering violations of privacy, users will assess their situations; 

they further adjust their privacy management and data sharing behaviours to maximize the 

perceived benefits relative to the risks. Accordingly, norms around data sharing and privacy 

management on health forums are ajustable.  

As suggested by CPM framework, determining how to balance their desire to share 

their health information with the potential privacy risks entails an intricate privacy 

management process. Our study substanitates that users’ health information sharing is 

conditioned by their privacy concerns and privacy behaviors. During the process of privacy 

rules negatiation, perceived affordances of PLM and users’ perceived control over how they 

share their data can mitigate users’ privacy concerns, and contribute to health information 

sharing online. When users believed themselves to have control over their information and 

adopted privacy protection strategies, such as limiting disclosure and deleting browser 

cookies, they shared more of their health data on the platform, even though they still held the 

view that there is insufficient privacy protection.  

Limitations and Future Work 

The current study only examined a single health SNS (PLM), which has different 

features and affordances than other online health forums; future work should expand the 

scope of the research questions evaluated above to include other health SNSs. PLM users 

included in our analysis were older than general social media users, and PLM is only 

available in English, with most users reporting their location in the United States—with 

smaller numbers in other English speaking countries. Therefore, there might be a sampling 

bias toward older adults from developed countries. Another limitation of our study stems 



 

PERSONAL HEALTH INFORMATION SHARING 28  

from its reliance on self-reported data. Although user-generated posts generally reflect 

people’s true thoughts, many people might choose not to share their privacy-related thoughts 

via online posts. Also, due to using one-time data collection, analyses can only identify 

correlations between variables and not causation. Future work should explore other types of 

data collection approaches, such as survey, to collect longitudinal and more representative 

data of health-focused social media users.  

Conclusion 

In the face of privacy concerns and risks, PLM users’ are more apt to take on the 

responsibility of managing their own privacy than to expect the platform to do so. But this is 

not to negate the need for a more granular privacy setting that adapts different user need and 

use context. Users who share their health information online decide what is appropriate to 

share and negotiate these decisions based on their privacy beliefs and contextual factors. 

Patients diagnosed with a stigmatized disease are more restrictive about sharing their data on 

the platform and engaging in the community. Individuals who strongly distrust 

pharmaceutical companies are especially in need of affordances that enable them to control 

how their data is used.  

This study demonstrates that users’ privacy attitudes, concerns, and behaviors have a 

significant influence on whether and to what extent they share their data and engage in the 

online community. Without sufficient privacy protection, a platform inevitably puts the onus 

on users to ensure that their privacy is respected. If perceived privacy concerns discomfort 

users to the extent that they cannot cope, they might stop sharing or resort to submitting false 

information on the platform. The resulting low-quality data is not desirable for medical 

research and might hurt the platform in the long term. Designing new kinds of technical 

affordances for privacy preservation will be critical to help users remain safe and secure 

while sharing personal health information online. 
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Tables  

Table 1. User attributes on PLM for statistical modeling 

Dependent 
Variables 

Number of Stars  
(active users only) 

Range: 0 - 3 
Mean (SD): 1.12 (0.9) 
3 Stars: 22 (8%) 
2 Stars: 62 (24%) 
1 Star: 107 (41%) 
0 Star: 72 (27%) 

Number of Posts Range: 1- 35,619 
Median: 1,422 
Mean (SD): 2928 (4152)  

Current Status Active: 263 (88%) 
Inactive: 35 (12%) 

 
 
 
 
 
 
Independent 
Variables 

Gender Female: 215 (72%) 
Male: 83 (28%) 

Age Range: 27 – 76 years old 
Mean (SD): 55.0 (10.90) 

Primary Health Condition 
Reported  
(active users only) 

Multiple Sclerosis:     104  (31.60%) 
Mental Health and Behavior: 72 (21.90%) 
Fibromyalgia:   50   (15.20%) 
Parkinson’s Disease: 30   (9.10%) 
ALS/MND:    18   (5.50%) 
HIV/AIDS:    16   (4.90%) 

Number of Followers 
(active users only) 

Range: 0 – 281 
Mean (SD): 37.24 (44.20) 

Number Following 
(active users only) 

Range: 0 – 720 
Mean (SD): 46.0 ( 18.02) 
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Table 2. Users’ preferred coping strategies to protect their privacy on PLM. 

Self-Protection Strategy Technique User 
(%) 

Example Quote 

Limit PII disclosure Anonymity 23% “How much information is too much is 
something we have to know and be aware 
of.  Don't post full name, and other truly 
personal details on an internet forum.” 
(User#22). 

Self-censorship: “Be 
careful of what you share” 

Data access 
control 

21% “We're all adults and each one of us knows how 
to apply discretion in what we choose to 
reveal.” (User#77). 

Erase personal 
information and/or health 
data as digital trace  

Obfuscation 15% “Seems the idea of “sharing" has been 
implemented way too wrong. I, for one, will be 
working to remove my information, so as not to 
be snooped on by 100K others.” (User#268). 

Adopt a screen name or 
change username to a 
common one 

Obfuscation/ 
pseudonymit
y  

12% “I now use a different user name here than I do 
elsewhere on the 'Net. I know that's not 
foolproof, but someone would have to go to 
some trouble to track me down” (User#169). 

Change privacy settings Data access 
control 

5% First, if you go to the top under "account" and 
look under privacy settings, you can set you 
profile to be visible to only PLM people” 
(User#6). 

Remove profile photos Anonymity 4% “Time to go and remove the photos off my 
profile... I may share with you guys and feel 
comfortable about that...but not the world.  It is 
not for them to see.” (User#7). 

Erase browser cookies to 
avoid web tracking 

Obfuscation 2% “Turned out that every time I was on PLM, it 
was leaving these little cookies on my computer. 
I have started removing those every time I log 
off now” (User#140). 

Provide fake information Obfuscation 2% “Someone has also been able to access my 
account and read all my posts.  Now he is trying 
to use them against me.  That is why I changed 
my age and other information on the account.” 
(User#145). 

Dismiss the concern - 
“Sharing for good!” 

N/A 5% "The more quality profile data we have, the 
more research we can do, the more partnerships 
we can establish, the more we can learn about 
how Parkinson's unfolds in the real world... So, 
please folks, please fill out those profiles” 
(User#34). 

Dismiss the concern - 
“Nothing to Hide” 

N/A 11% “I have NO PRIVACY...EVER.  My life is an 
open book, and most of the time it is my little 
sister reading it.  I don't have anything to hide, 
nothing for anyone to steal, and I live the life of 
a cloistered nun” (User#296). 
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Table 3. Multiple regressions predicting two measures of health information sharing. 

 
Variable 

Model1:  
Number of Post 

Model 2:  
Number of Star  

Standardized β reported 
Type of primary disease *** *** 
Female .26*** .03 
Age .03 .04 
Social Connectedness:# Followers .56*** .07*** 
Social Connectedness:# Following .04 .04 
Post focus: Emotional support .04 .35* 
Post focus: Information support .20*** .12 
Privacy concern: Sensitive data collected .12* -.81* 
Privacy concern: Lack of user control  .10* -.20 
Privacy attitude: No privacy .11* .13 
Privacy attitude: Nothing to hide .08 .15 
Privacy attitude: Responsibility on user -.17*** .13 
Privacy practice: Self-censorship .17*** -.05 
Privacy practice: Avoiding web tracking .11* -.33 

R²  .55 .38 
F (17, 313)= 10.5*** 6.84***  
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Figures 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Comparing number of Posts based on type of disease. 

 

Figure 2. Comparing number of Stars based on type of disease. 


