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Abstract 

Chinese government conducts the most extensive Internet censorship in the world. But there is a 

group of people uses circumvention technology to bypass the state surveillance. We highlight the 

socio-economic background, motivation, Internet regulation preference of the users. We discuss 

the political implications of the counter-censorship technology use in China. Based on the survey 

of 1175 Chinese circumvention technology users, we demonstrate a compelling case where 

Chinese youth are motivated to gain uncensored information and free communication. Almost all 

(97%) users oppose the Internet censorship imposed by the government. Users are young with a 

mean age of 26 years old, and the majority (78%)  have a university or above degree. Users tend 

to live in affluent municipalities and provinces. There is a rather strong positive correlation 

(r=0.78, p＜0.001) between the counter-censorship technology use and economic development. 

The young Chinese use the counter-censorship technology primarily for the purpose of using 

uncensored web search, accessing social media, and reading news from foreign sources. We 

consider the online resilience to censorship constitutes an integral form of self-actualizing 

citizenship and political participation. We conclude with a discussion on how the technology 

empowered youth have expanded the space for deliberation in the authoritarian China. Our 

research represents one of the first studies on social and political implications of 

counter-censorship technology use.  

 

Keywords:  technology, counter-censorship, Internet freedom, China, self-actualizing 

citizenship, online resilience 
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Youth Resilience to Internet Censorship in China: 

Circumvention Technology as the Path to Self-Actualized Citizenship 

Introduction 

In 2009, Google shut down its search engine operation in mainland China as a result of 

tightened Internet control by the government. Meanwhile, a group of Internet users grew 

dissatisfied with the cyberspace under surveillance. They started to use circumvention 

technology to regain their access to Google.com, a sign of Internet freedom for them.  

Chinese government conducts the most extensive and sophisticated Internet censorship in 

the world (Roberts et al. 2009, Chiang et al. 2011). Free flow of information and communication 

is inhibited by the “Great Firewall,” a system that blocks destination IP addresses, domain 

names, and even inspects the data being sent or received. Under strict censorship, are the Internet 

and the cyberspace still meaningful for the civic society in China? Fortunately, a variety of 

censorship circumvention technologies has enabled users to bypass the Great Firewall. This 

group of circumvention technology users is privileged to gain and disseminate information 

freely. However, few empirical studies have been done to understand this particular group of 

counter-censorship technology users in China. Our study builds upon a survey of 1157 

circumvention technology users and investigates the demographic background, motivation and 

internet policy preference of the users. We focus our analysis on the following questions: 

1. What are the characteristics of people who use counter-censorship technology in China?  

2. How do they learn about the counter-censorship technology?  

3. What are their motivations to bypass the Great Firewall? 

4. What are their opinions towards the Internet control in China? 
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5.  How do these practices and beliefs vary among the users?  

We find that counter-censorship technology users in China are young and educated, and 

is more likely to live in an affluent municipality or province. They oppose to the current Internet 

regulations and are driven by the desire for Internet freedom. Three primary reasons for them to 

circumvent the Great Firewall are using uncensored web search, accessing social media - such as 

Twitter and Facebook, and reading news from foreign sources.We will demonstrate further 

findings and analysis in the article. This study seeks to contribute to the conceptualization of the 

social implications of the counter-censorship technology. 

Literature Review 

Censorship Circumvention Technology 

Previous research on the counter-censorship technology appeals to various disciplinary 

interests. Computer science and electrical engineering scholars mostly focus on the technical 

dimensions of the circumvention tools, but less apt to gauge the wider socio-political 

implications of the technology. Leberknight et al. provide a taxonomy of Internet censorship and 

counter-censorship technology. Conceptually, a censorship network can be viewed as a set of 

filters or a firewall and possibly coupled with manual processes which restrict users from 

accessing or publishing certain content (Roberts et al. 2007,  Leberknight et al. 2010). In 

contrast, counter-censorship technologies provide user anonymization through a covert channel, 

web proxy server, turning PC into encrypted server or Web tunneling. We found three more 

relevant research of Chinese circumvention technology users (Yu et al. 2013, Freedom House 

2011, Jason Ng 2010). This line of research aims at informing the design of the circumvention 

tools, rather than reflecting on the social implications of the anti-censorship technology use. For 
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example, the Freedom House study surveyed users in several countries and asked them to rate 

their experiences with particular circumvention tools on several dimensions, including speed, 

security, and ease of use. These studies share two overall findings regarding the user experience 

of circumvention tools. Firstly, users indicated a preference for the speed of operation over 

security and anonymity of their communication; Second, the majority of users appeared to 

receive their circumvention tools through websites (Yu et al. 2013). Although their findings are 

informative, we are still in need for a more contextual knowledge of the users 

Deliberation Spaces in the Networked Authoritarianism 

Cultivating citizenship and building civil society in China is not impossible, but it 

requires a different path. Unlike western democratic countries, the opportunity for average 

Chinese to participate in the formal political process is limited. The Internet is probably the only 

space for citizens to engage in political discussion and express their opinions. Mackinnon (2013) 

characterizes China's cyberspace as "Networked Authoritarianism" with two dimensions: a wide 

range of conversations about the country’s problems occurs on websites and social-networking 

services, while the government remains in power through a variety of techniques in information 

control and surveillance. Min Jiang applied the concept of authoritarian deliberation specifically 

to Chinese cyberspace, identifying four main deliberative spaces: central propaganda space, 

government-regulated commercial space, emergent civic space, and international deliberative 

space (Jiang 2010). The Great Firewall is meant to control only the access to the fourth category 

of deliberative space, the one that locates outside China (Mackinnon 2013). Nonetheless, we 

posit that the circumvention technology opens up the international deliberative space for the 

Chinese users, as they engage in the self-actualizing citizenship building via access to otherwise 
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blocked social sites such as Facebook.  

Online Resilience: A Form of Self-Actualizing Citizenship  

Self-actualizing style of civic participation is a concept expanded by Bennett et al. 

(2009). Unlike the traditional dutiful citizenship formed through institutional involvement in 

politics, including registering for a party membership and voting, self-actualizing citizenship 

favors civic learning through networked activities on digital media.  

Chris Well conceptualizes civic Information as the continuous flow of facts, opinions, 

and ideas that help citizens understand matters of potentially public concern and identify 

opportunities for action (Wells 2015). Built upon Bennett’s two paradigms of citizenship, Chris 

Wells theorizes two types of civil information: a dutiful style that is rooted in the conventional 

communication system such as news, and an actualizing style that is characterized by young 

citizens’ information exchange in digital media. Through the framework of self-actualizing 

citizenship and civil information, we need to take into account the political engagement 

opportunity brought by the circumvention technology - As the group of Chinese bypass the Great 

Firewall and access to uncensored civil information, the government’s political indoctrination 

would be inevitably challenged. Moreover, the use of counter-censorship technology itself, as a 

form of online resilience, has constituted an integral part of self-actualizing citizenship.  

Methodology 

Survey Design  

We use the survey data provided by Open Internet Tool project. The online survey was 

short, designed to be completed in less than five minutes. Survey participants first provided basic 

background information, including the province they live, gender, education attainment, 
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occupation, and it followed by a review and assessment of their circumvention technology 

practices. For instance, participants were asked about the how they learned about the first tool 

they use, where to turn for help when encounter problems in use, main reasons to use the 

technology to bypass the Firewall. At the end of the survey, respondents were asked to choose an 

Internet regulation policy that they agree the most. 

Survey Implementation: Snowball Sampling 

It is critical to highlight the snowball sampling technique used to reach the 

counter-censorship technology users in mainland China. This method produces a non-statistical 

convenience sample. A Snowball sampling starts with “seed” respondents, members of the target 

population who are already known to the researchers. Respondents that completed the survey are 

then encouraged to invite other people they know, who are also in the target population 

(Hancock 2013). This technique enables us to find new members of the target group as 

successive waves of respondents take the survey. 

Justifications of Snowball Sampling 

There is an underlying "hidden" feature of this group of people. The "Hidden population" 

has two characteristics (Johnston 2016, Handcock 2013). First, no sampling frame exists as size 

and boundaries of the population are unknown; and second, there exist substantial privacy 

concerns because the membership involves sensitive, stigmatized or even illegal behavior. 

Traditional survey sampling methods cannot produce reliable samples, since individuals might 

refuse to cooperate, or give unreliable answers to protect their privacy; and conventional 

sampling will be inefficient because most hidden populations are rare (Heckathorn 1997). In our 

case, the use of circumvention technology is not illegal in China, but the government has been 
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intervening and taking down the service that allows people to bypass the Great Firewall. Since 

the technology users rarely expose themselves, there is no any method for choosing 

circumvention tool users at random. For the study of counter-censorship technology users, 

conventional sampling method would be hardly effective, while there are two distinct advantages 

of using snowball sampling. First of all, snowball sampling would contribute to a larger effective 

sample size. A random sampling is likely to get more response from non-users since the 

counter-censorship tools are not widely employed in China (Naone 2010).Snowball sampling 

draws the research closer to the target group. Second, snowball sampling can bolster the survey 

completion rate, since people are found to be more likely to complete the questionnaire if they 

received it from a person they know and trust (Survey Methodology, 2013).  

Data Collection and Analysis 

The snowball sampling survey implementation started with a list of 51 “seed” 

respondents. A diverse set of contacts were chosen to ensure more representative sample. 

Personalized emails to each of the seeds on this list, asking them to take the survey and share the 

survey’s web address with their friends in China who also use circumvention tools. The survey 

completion rate was 78.1%.  1319 completed survey responses were collected between Dec. 3, 

2013 and Jan. 23, 2014.  Of these, responses were filtered out when the respondent reported that 

he or she does not live in mainland China, and has not lived in mainland China for most of his or 

her life, or the respondent reported that he or she has never used circumvention tools. After 

initial data cleaning, 1175 survey responses were used in our actual analysis. 

 To capture the characteristics of the users, we analyze the mean, median, proportion 

distribution and other descriptive statistics. We further use inferential statistics including 
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Chi-square test and Pearson test to gain a deeper understanding of variance in practices and 

beliefs. 

Results 

Young, Educated and Privileged 

We conclude that censorship circumvention technology users in our sample are young, 

educated. They are more likely to reside in the developed and affluent parts of China. The 

respondents have a mean age of 26 years old, with 78 percent of them have a university or above 

degree. The circumvention technology use is highly associated (r = 0.78, p＜0.001) with the 

level of economic development, as measured by the GDP per capita in the region. Users’ 

occupations are various, but nearly two-thirds of them work in the information technology sector 

or are students. The result also shows a gender disparity in the counter-censorship technology 

use. The majority (88%) of respondents are male. In the following section, we provide a more 

detailed demographic breakdown and the correlation analysis of the technology use and users 

demographic features, and their policy preference. 

The sample as a whole is very young, with the mean age of 27.7 (SD = 2.1) and the 

median age of 26 years old. The vast majority (85%) of the circumvention technology users are 

under 33 years old. As Figure 1 shows, 442 users aged 18 to 25 years old constitute the largest 

group (45%) in the sample. The second largest group (39%) is aged from 26 to 32 years old, 

following by the group aged from 33 to 40 years old (10%). 
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Figure 1. Percentage of Each Age Groups among the Users.  

Education attainment plays a role in the use of circumvention technology. The sample 

shows a predominance of highly educated Chinese youth, with 78% of them have university 

graduate or above degree. As the Figure 2 shows, 58% respondents graduated from college, and 

20% are Postgraduate.This finding is not surprising, as young people are likely to get exposed to 

western liberal ideas in the university setting. Besides,  the use of circumvention technology does 

require a certain level of digital literacy. 
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Figure 2. Percentage of Each Educational Level among the Users.  

Users are more likely to live in municipalities and provinces with higher economic 

development. We calculate Pearson product-moment correlation coefficient to assess the 

relationship between the number of users and the share of national GDP per capita of the 

province. We find a fairly strong positive correlation between the two variables, r(14) = 0.78, p 

= 0.0003. Overall, the users tend to live in more developed and affluent areas. Beijing 

municipality (25%), Guangdong province (17%), and Shanghai municipality (16%) are the top 

residing area for the users in our sample. Figure 3 illustrates the positive correlation between 

counter-censorship technology use and economic development. 



11 

YOUTH RESILIENCE TO INTERNET CENSORSHIP IN CHINA 

 

Figure 3. Scatter Plot for Number of Users and Share of national GDP per capita (%).  

Although the users come from a variety of profession background, two occupations are 

most represented in the sample, as shown in Figure 4. The largest (42%) group of the users work 

in the technology industry, followed by the group who are students (22%). Self-employed is the 

third largest group of 10%, following by the employees in Manufacturing and production, 

educational institution, Media, Healthcare or medical, and government, with lower than 5% in 

each group. Noticeably, there are three respondents declare themselves as social activists.  
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Figure 4. Percentage of Occupation among the Users.  

The result also shows the gender disparity among the censorship circumvention 

technology use. The majority (88%) of the respondents are men, and only 12% of the users are 

women. This finding is consistent with the 2010 study by Jason Ng, in which 91% were men. 

Arguably, men in China are more tech-savvy than women; men might be more motivated to 

circumvent the Great Firewall, as they could be more politically engaged.  

Circumvention Technology Use: Awareness, Engagement, and Retention 

The users demonstrate an autonomy in their use of circumvention technology. Most of 

the respondents (70.4%)  first learned about the tools from Web search, blog or news. And this 

source is also where most users (85.5%) turn for help when encountering technical issues during 

use of the technology. As shown in Figure 5, less proportion of users learned about the 

technology from their real social circle, including co-workers (12.3%) and friends or family 
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(14.6%). Similarly, when encountering problems during the use of technology, only a few users 

seek help from co-workers (16.6%) and friends or family (12.3%). We come up with two reasons 

that might account for the user autonomy. First, political sensitivity of the circumvention 

technology might prevent people from sharing the experience or seeking help from direct social 

circles. Second, most users are young and educated, who are likely to possess high digital 

literacy. They might prefer to solve technology issues independently. Web searching could be a 

more efficient way for them to discover the technology and tackle problems during use.  

 

Figure 5. Sources for Discovering Circumvention Technology and Troubleshooting 

We find different patterns regarding the retention of the circumvention technology.The 

relation between user’s occupation and technology retention is significant, χ ²   (2, N = 893) = 

14.64, p = 0.023.  There is a higher retention rate among students and employees in IT industry 

than other occupations, as users are more likely to report using the circumvention technology 

recently within the past month. As illustrated in Figure 6, users with a job in IT and related 

industry is the largest group who report a recent use of circumvention technology, followed by 
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students.  

 

Figure 6. Censorship Technology Retention by Different Occupations 

There is also a gender difference in the circumvention technology retention.The retention 

rate is higher among male users than that among female users. 54 percent of male users report 

using the technology recently, within the past month. Only 29% of female users report using the 

technology “within the past month,” while most (71%) female users report using the technology 

“longer than one month ago.”  

Motivations: Uncensored Information and Free Communication 

Figure 7 presents the main purposes of users to bypass the Great Firewall. The three 

primary reasons are using uncensored web search (87%), accessing social media (79%), and 

reading news from foreign sources (60%), followed by the reason “to access movies and music” 

(29%) and “for my job” (25%). 

Two principal goals are manifest in these main reasons chosen by the respondents: 

uncensored information and free communication, both inseparable from freedom of speech. The 
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most selected reason “To use Google or other search engines” (87%)  and the third most selected 

reason “To read foreign news” (60%) underscore the importance of uncensored information for 

the young generation. The second most chosen reason “To use Twitter, Facebook social media 

sites (79%),”  “To communicate privately with people outside China (12%),” and “To 

communicate privately with people in China (8%)” indicate the youth hope to achieve free 

communication without government intervention. 

These pursuits have larger implications for engaging the young people in deliberation and 

civic society building. Imagine this scenario, a Chinese college student Xiao bypass the Firewall 

and use Facebook to connect with friends living abroad. In the midst of student protests in Hong 

Kong, Xiao came across a New York Times article telling the protest story from a whole 

different angle. These student protests were no longer portrayed as "western puppet," and Xiao 

realized the protests are the average university students like him, even though they took out to 

the street and stood up for what they believe is crucial for the Hong Kong society. Xiao shared 

his opinion on his domestic social sites Wechat, triggering a discussion among his friend circles. 

As such, we tentatively envision that there is a spillover effect resulting from the user’s 

engagement in free communication in the International Deliberative Space. As young generation 

get exposed to liberal ideas from foreign websites, they might be more likely to engage in 

political discussion in the domestic social sites.  
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Figure 7. Motivations to Use Circumvention Tools to Bypass the Great Firewall  

International Deliberative Space as the Priority 

Almost all (97%) users oppose the Internet censorship and control imposed by the 

government. They hope for a change in the Internet regulation policy, either removing the Great 

Firewall or removing the filtering in domestic sites. Under censorship, the cyberspace in China is 

divided into four deliberation spaces: central propaganda space, government-regulated 

commercial space, domestic civic space, and international deliberative space(Jiang 2010). There 

is a common misconception about the Great Firewall, stating that it simply blocks Chinese 

people's’ access to foreign media. But Yu and Robinson (2013) maintain that the main impact of 

the Firewall is to prevent Chinese users from communicating with each other by entrapping them 

on a censored domestic Internet, namely, the first two spaces that are monitored and regulated by 

the government. In fact, the majority of Internet users in China are trapped in the central 

propaganda space and government-regulated commercial space, where their online activities are 

monitored. Such surveillance and censorship diminish the deliberative space that is vital for civil 

society.  
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For the privileged group of people who benefit from the circumvention technology, how 

do they value the different spaces for deliberation? One of the survey questions ask the users to 

choose among policies that “Keep current Internet regulations the same,” “Keep filtering on 

domestic sites, but remove the Great Firewall,” and “Keep the Great Firewall, but remove 

filtering on domestic sites.” From the responses, we are able to find out which deliberation space 

was more valuable to users - the domestic civic space or the international deliberative space? If 

the user chooses to remove filtering on domestic sites, it indicates that the user value the 

Domestic Civic Space more than the International Deliberative Space, and vice versa.  

 

Figure 8. Policy Preference of the Users. This figure illustrates the vast majority of users 

value the International Deliberative Space more than the Domestic Civic Space.  

Surprisingly, the majority (82%) of the users prefer the policy ending the Great Firewall 

that blocks the free flow of information and communication, rather than an end to the monitoring 
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and surveillance of domestic social media. Only a small proportion (14%) of the users prioritize 

the freedom in the domestic sites.  The result suggests that most circumvention technology users 

consider the international deliberative space more strategically important than the civic space for 

freedom on Internet.  

Limitations 

The first limitation of our research result from the snowball sampling employed.  We 

cannot assume sample gathered with snowball sampling technique to be representative of the 

target population.Each seed who recruits others becomes a cluster of responses, and the 

downstream respondents might share common demographic attributes as a function of 

homogeneity in a social network. As a consequent, results based on the survey data collected 

through snowball sampling might be biased.  

The Internet control and surveillance in China has two main dimensions: filtering 

domestic website and block access to uncensored cyberspace. Our study only considers the 

circumvention technology that challenge the second dimension of censorship. However, there are 

other types of counter-censorship techniques, such as employing linguistic euphemism to avoid 

filtering.  

Discussion 

 The Internet has brought new dynamics into the state-citizen relationship in China. 

Technology promises to engage more young people and to make government more open and 

accessible (Mossberger et al. 2009). With the empowerment of counter-censorship technologies, 

young people in China can bypass the Great Firewall, obtain uncensored information, and 

achieve free communication without surveillance. Our study builds an evidence base of the 
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counter-censorship technology use. We generate empirical findings of the “hidden” users who 

are young, educated and liberal-minded. We posit that the young generation's online resilience to 

the authoritarian regime is an integral part of self-actualizing citizenship. Confirming 

counter-censorship technology as an empowerment, we also reflect on how the youth in China 

are challenging political indoctrination as they obtain uncensored civil information.  

Unlike previous research that focuses more on the user experience and technical design, 

this study considers the social context as well as the political consequence of the censorship 

circumvention technology use. Future studies can explore questions such as - Does resilience to 

censorship increases their political information sharing in social media and offline political 

discussion? Does the perception of peer circumvention tools use increases online political 

engagement? To what extent do social media and online network play a role in the 

counter-censorship technology diffusion? This line of research will be especially revealing for 

policymakers, China specialists and political scientist who are interested in promoting Internet 

freedom worldwide. It is also crucial for developers in the circumvention technology community 

to understand in-depth understanding of the users. 

We have studied the group of people who are capable of bypassing the censorship, but 

the vast majority of the Internet users in China might not realize the existence of censorship, or 

do not have enough motivation to escape the “Big Brother Watch,” or simply lack in technical 

skills to use the circumvention tools. Our positivism is conditional, as the use of censorship 

circumvention technology will probably not bring a ‘revolutionary’ political change, but we 

believe it can contribute to youth citizenship building, and pave the path for China’s evolutionary 

reform toward political pluralism. 
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